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EXECUTIVE SUMMARY  

This briefing note examines the ransomware attack against Colonial Pipeline that has forced 
the shutdown of the pipeline since May 7, 2021.  The disruption in pipeline services has the 
potential to damage the reputation of Colonial Pipeline.   A loss in consumer confidence has 
the potential to significantly impact the bottom line of Colonial Pipeline. Additionally, this 
briefing note highlights the rising threat of ransomware attacks across multiple industries and 
the potential threat that this can pose to a state’s critical infrastructure. 

 

THE SECURITY PROBLEM 

The ransomware attack on Colonial Pipeline and its forced shutdown has jeopardized the 
supply of oil to the East Coast of the United States (Porter, 2021; Saefong & Watts, 2021). 
Additionally, the shutdown of the pipeline for an extended period of time can potentially 
damage public confidence in the company’s ability to deliver reliable, critical energy 
supplies. In terms of aggregate economic losses, it is reported that at the retail level, several 
gas stations along the East Coast of the US were beginning to run out of fuel, and some 
consumers observed hikes in gas prices 4 days after the shutdown of the pipeline (Isidore, 
2021; Porter, 2021). Additionally, the price hikes resulting from this fuel shortage have 
possibly affected the aviation industry, as price hikes affect businesses' bottom lines (Isidore, 
2021; Porter, 2021). Cyber-attacks could potentially happen to any service provider, 
regardless of public/private sector, industry, or company size (Canadian Centre for Cyber 
Security, 2020).  This entails that if cyber-attacks were to take place, consequential security 
issues could be as minor as inconveniences caused by service disruptions, or as serious as 
loss of human life when critical infrastructure such as railways, utilities and buildings 
necessary to maintain normalcy in daily life were attacked and damaged.  The less immediate 
damages, such as reputational damages, could be difficult to estimate.  

 

BACKGROUND AND KEY FACTS 

On May 7, 2021, Colonial Pipeline was forced to shut down the operation of their pipeline, 
due to a malicious ransomware attack that jeopardized their systems (Russon, 2021).  This 
shutdown led to the disabling of nearly 5,500 miles of oil pipeline and the disruption of 
possibly around 45% of the oil supply on the East Coast of the United States (Russon, 2021).  
The shutdown of the pipeline reportedly caused some fluctuation in oil futures markets and 
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an arguable panic buying by consumers along the East Coast (Rapier, 2021).  Ransomware 
attacks have become more common in the recent decades as more companies move their data 
on to online platforms.  A 2019 report from Emsisoft, estimated that ransomware attacks cost 
companies and government agencies more than $7.5 billion in the US alone (Emsisoft 
Malware Lab, 2019). 

Although specific attribution for cyberattacks such as this is often difficult, the FBI attributed 
it to the hacking group, DarkSide, shortly following the attack (Tucker et al., 2021).  The FBI 
has alleged that members of DarkSide were based within Russia; however, no links between 
the group and a state actor have currently been established (Tucker et al., 2021).  DarkSide 
has reportedly been conducting cyberattacks since August 2020 (National Cyber Awareness 
System, 2021).  In addition, their website contains sensitive information that they have 
released from more than 80 companies, which were allegedly unwilling to pay a ransom to 
secure their data (National Cyber Awareness System, 2021; Barrett, 2020; Appendix A).  In 
this case, Colonial Pipeline reportedly paid a substantial ransom of $5 million dollars (Turton 
et al., 2021).  However, there is no concrete guarantee that the perpetrators will not release 
their sensitive corporate data to the public. 

   

KEY CONSIDERATIONS AND IMPLICATIONS 

The ransomware attack on Colonial Pipeline could potentially have serious implications for 
the company’s reputation and consumer confidence, as well as possibly posing national 
security concerns such as maintaining stable energy supply to the military in the US.  
Research has demonstrated that companies that are victims of cyberattacks that endanger the 
security of consumer data can suffer from a loss in consumer confidence, and ultimately, they 
may lose customers (Beyeler et al., 2012; Canadian Centre for Cyber Security, 2020; 
Mossburg et al., 2016).  In the case of Colonial Pipeline, their customers include private 
corporations and government agencies, including the US military (Jowers, 2021).  A loss of 
confidence with clients as large as the US military has the potential to significantly impact 
the bottom line of Colonial Pipeline.  

The reported $5 million dollars that Colonial Pipeline allegedly chose to pay the DarkSide as 
a ransom for their data is a small amount in comparison to their overall revenue (Dun & 
Bradstreet, n.d.). However, for other smaller and medium sized companies, the demands of 
hacking groups like DarkSide could be large enough to cripple their businesses.  
Additionally, if a business is unwilling or unable to pay a ransom, the potential public release 
of their sensitive data could grant their direct competitors’ access to important data, such as 
customer information, financial statements, and contract information (National Cyber 
Awareness System, 2021; Barrett, 2020; Appendix A). 

Ransomware attacks on private firms, such as the one that Colonial Pipeline faced, have been 
occurring at a debatably increased rate over the past three years (Canadian Centre for Cyber 
Security, 2020).  The potential vulnerability to cyberattacks of private companies that play a 
critical role in a nation’s infrastructure not only jeopardizes individual companies, but also 
arguably could have consequences for national security.  If private companies in charge of 
critical infrastructure fail to secure their data from ransomware and other cyberattacks, the 
fallout may not be contained at the retail or individual level. It is possible that the negative 
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consequences could have serious impacts at the national level, such as being unable to 
maintain energy supply to the military.  The Colonial Oil pipeline shutdown, for example, 
could arguably be the major contributing reason to the severely restricted oil supply for the 
entire East Coast of the United States.  If other aspects of critical infrastructure, such as 
healthcare or the electrical grid, were to be shut down because of a cyber-attack, further 
damage and loss of life are a realistic and potential consequence.  

 

WHAT IS NOT KNOWN  

As of May 12, 2012, 5 days after the initial ransomware cyber-attacks, it is still not known 
who the individual members of DarkSide are, or whether the hacking group was financially 
supported by Russia or another state actor.  There has not been any claim of responsibility 
from the Kremlin, yet the software involved in perpetrating the attack and data traffic has 
been traced to servers located in Russia (Tucker et al., 2021). 

 

NEXT STEPS 

Continued investigations by law enforcement and intelligence agencies should be conducted 
in order to determine the individual members of DarkSide.  Additionally, further efforts 
should be made to determine whether the group has any connection to an adversarial state 
actor.  There are four possible options for policy considerations:  

Option #1: The development and implementation of hacking back technology as an active 
cyber defence (ACD) strategy in order to deter future cyber-attacks. 

Option #2: Individual businesses invest more resources into strengthening and building upon 
their existing cybersecurity framework.   

Option #3: Do nothing, while continuing to monitor the situation to come up with a more 
suitable solution to address the evolving hacking technologies. 

Option #4: Increased collaboration between the public and private sectors to promote the 
expansion of system-wide cybersecurity capabilities to secure critical infrastructure. 

 

 

RECOMMENDATIONS 

A combination of individual companies investing more heavily in their cyber defence (Option 
#2) and increased collaboration between the public and private sectors on cybersecurity 
(Option #4) would potentially be the most effective and efficient steps to protect industry and 
critical infrastructure from cyber-attacks moving forward.  By investing in their cyber 
defence before suffering from an attack, firms can possibly protect themselves from the even 
higher reputational and revenue costs that may occur from a malicious cyber-attack (Emsisoft 
Malware Lab, 2019; Beyeler et al. 2012; Mossburg et al., 2016).  Additionally, increased 
collaboration on cyber security between the public sector and private companies could 
promote technology sharing and system wide protection to help ensure security for industry 
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and critical infrastructure.  This also has the capacity to facilitate cyber security technology 
sharing between different companies. 

Although undertaking offensive ACD has been shown by some researchers to be effective in 
deterring future attacks and less expensive than passive cyber defence, at the moment, there 
are technical, legal, and ethical issues that remain unresolved for private companies to 
conduct ACD (Broeders, 2021).  Most importantly, hacking of any form remains illegal in 
Canada and many other countries around the world (United Nations Conference on Trade and 
Development, n.d.).  Doing nothing (Option #3) after suffering from a cyber-attack would 
leave a company in the same vulnerable state that they were in, knowingly or unknowingly, 
before the attack occurred. 
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Appendix 

Screenshots from DarkSide’s website allegedly showing leaked data from various companies 

Figure 1: 

Source: DarkSide website 

Figure 2: 

 

Source: DarkSide website 
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